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LiftOff (“we”, “us”, “our”) operates a founder-first task marketplace connecting entrepreneurs 
(“Drivers”) with talent (“Accelerators”) at liftoff-app.com. This Privacy Policy explains how 
LIFTOFFUK LTD collects, uses and protects your personal data when you use the LiftOff 
platform. We are the “controller” of your personal data for the purposes of the UK General Data 
Protection Regulation (“UK GDPR”) and the Data Protection Act 2018.

1. Who we are

• Controller: LIFTOFFUK LTD, registered in England and Wales (company number 
17041399).

• Registered office: 3rd Floor, 86-90 Paul Street, London, England, EC2A 4NE.

• Contact: info@liftoff-app.com.

2. The data we collect

Depending on how you use the Platform, we may collect the following categories of personal 
data:

Category Examples

Account data Name, email address, password (stored hashed by our authentication 
provider), role (Driver or Accelerator), profile details.

Profile data Skills, experience, portfolio, qualifications and other details you add to your 
profile.

Identity verification data If you choose to verify your identity, the identity document details and 
liveness-check data processed through our verification provider (Didit). 
Verification is optional and available to all users.

Task data Task descriptions, messages, deliverables, ratings, reviews and “would 
hire again” signals.

Payment data Payment and payout details processed via Stripe. We do not store full card 
numbers; these are handled by Stripe.

Usage & device data IP address, device and browser type, pages viewed, and interactions, 
collected via cookies and similar technologies.

Marketing & lead data Information you provide through our advertising and lead-generation forms 
(including Meta lead-generation ads), and your marketing preferences.

Communications Messages you send us and records of your contact with support.

Other than optional identity-verification data described above, we do not collect special category 
or sensitive personal data through the Platform in the ordinary course of providing our services. 
The liveness check used in identity verification involves biometric data, which is special category 
data; we only process it where you choose to verify your identity and provide your explicit 
consent (see section 3, lawful bases).

3. How and why we use your data
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We process your personal data on the following legal bases under UK GDPR:

Purpose Legal basis

Creating and managing your account; providing the 
Platform

Performance of a contract / steps before a 
contract

Matching Drivers with Accelerators and facilitating Tasks Performance of a contract

Processing payments and payouts Performance of a contract / legal 
obligation

Optional identity verification (document checks) Consent / legitimate interests (fraud 
prevention)

Optional identity verification (liveness / biometric check) Explicit consent (special category data)

Improving the Platform, analytics and matching Legitimate interests

Preventing fraud and ensuring security Legitimate interests / legal obligation

Sending service and onboarding communications Performance of a contract / legitimate 
interests

Sending marketing communications Consent

Complying with legal and accounting obligations Legal obligation

Where we rely on legitimate interests, we have assessed that our interests are not overridden by 
your rights. Where we rely on consent, you may withdraw it at any time.

4. Identity verification

Identity verification is optional and available to all users. We offer it to improve matching and 
build trust between Drivers and Accelerators; you can use the Platform without verifying, 
although verification may improve your matching. Verification is carried out by our verification 
provider, Didit, and involves checking an identity document and a liveness check to confirm a 
real person is present.

Where you choose to verify, we process your identity document data on the basis of your 
consent and our legitimate interest in preventing fraud. The liveness check involves biometric 
data, which is special category data under UK GDPR; we process it only with your explicit 
consent, given when you choose to verify. You can decline verification, and you may contact us 
at info@liftoff-app.com about verification data we hold.

5. Marketing communications

We will only send you product updates, announcements or promotional emails if you have 
explicitly opted in. You can unsubscribe from marketing emails at any time using the unsubscribe 
link in our emails or by contacting us at info@liftoff-app.com. We will still send you service, 
account and onboarding emails where necessary, as these are not marketing.

6. Sharing your data

We share personal data with:

• Other Users: Drivers and Accelerators see the information necessary to evaluate, agree 
and perform a Task. Each acts as an independent controller of the data they receive.
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• Service providers (processors): the trusted third parties listed below who process data 
on our behalf, only on our instructions and under appropriate contractual safeguards.

• Professional advisers, authorities and acquirers: where necessary for legal, 
regulatory, accounting or corporate-transaction purposes.

We do not sell your personal data.

6.1 Our key processors and sub-processors

Provider Purpose

Clerk User authentication and account management

Didit Optional identity verification (document and liveness checks)

Stripe Payment processing and payouts (Stripe Connect)

Microsoft Azure Backend hosting and database (Cosmos DB)

Vercel Frontend application hosting

Meta Platforms Advertising and lead-generation campaigns

Twilio SendGrid Transactional and marketing email delivery

Sentry Error monitoring and diagnostics

Some of these providers may process data outside the UK. Where they do, we rely on 
appropriate safeguards such as UK adequacy regulations or the International Data Transfer 
Agreement / Addendum to the EU Standard Contractual Clauses.

7. International transfers

Where personal data is transferred outside the UK, we ensure an appropriate level of protection 
through adequacy regulations or approved transfer mechanisms as described above. You may 
contact us for more information about the safeguards in place.

8. How long we keep data

We keep personal data only as long as necessary for the purposes set out in this Policy, 
including to meet legal, accounting and reporting obligations. In general: account and profile data 
are retained while your account is active and for a reasonable period afterwards; transaction and 
financial records are retained for at least six years to meet UK tax and accounting requirements; 
and marketing data is retained until you withdraw consent or object. We periodically review and 
delete inactive records. If you request deletion, your data will be removed unless we are legally 
required to keep it. We then delete or anonymise the data.

9. Cookies and similar technologies

We use cookies and similar technologies to operate the Platform, remember your preferences, 
measure usage and support advertising. Cookies fall into the following categories:

• Strictly necessary: required for the Platform to function (for example, authentication and 
security). These do not require consent.

• Functional: remember your preferences and choices.

• Analytics: help us understand how the Platform is used so we can improve it.
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• Advertising: used to deliver and measure advertising, including the Meta Pixel for our 
lead-generation campaigns.

Under the Privacy and Electronic Communications Regulations (PECR), we only set non-
essential cookies (functional, analytics and advertising) with your consent. We ask for your 
consent through a cookie banner when you first visit, and you can change your preferences at 
any time via the cookie settings on the Platform. Disabling some cookies may affect how the 
Platform works.

10. How we store and protect your data

Your data is stored securely using industry-standard technical and organisational measures, 
including encryption in transit, access controls and use of reputable infrastructure providers. We 
restrict access to personal data to only those who need it to operate the Platform. No system is 
completely secure, and we cannot guarantee absolute security, but we maintain procedures to 
detect and respond to breaches and will notify you and the ICO where legally required.

11. Your rights

Under UK GDPR you have the right to:

• access the personal data we hold about you;

• request correction of inaccurate data;

• request deletion of your data in certain circumstances;

• object to or restrict how we process your data, including direct marketing;

• data portability for data you provided to us;

• withdraw consent at any time where we rely on consent.

To exercise any of these rights, contact us at info@liftoff-app.com. We will respond within one 
month. There is usually no charge, and we may need to verify your identity.

12. Complaints

If you are unhappy with how we handle your personal data, you have the right to lodge a 
complaint with the UK data protection regulator, the Information Commissioner’s Office (ICO), at 
ico.org.uk. We would, however, appreciate the chance to address your concerns first.

13. Children

The Platform is not intended for anyone under 18, and we do not knowingly collect personal data 
from children. If you believe a child has provided us with personal data, please contact us and we 
will delete it.

14. Changes to this policy

We may update this Privacy Policy from time to time. The latest version will always be published 
on the LiftOff website, and where changes are significant we will notify you by email or via the 
Platform. The “Effective” date above shows when it was last revised.

15. Contact us
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LIFTOFFUK LTD

Registered office: 3rd Floor, 86-90 Paul Street, London, England, EC2A 4NE

Email: info@liftoff-app.com
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